IT INFRASTRUCTURE

SERVICE MANAGEMENT

Based on industry best practices as provided in the IT Infrastructure Library (ITIL)

Service Support is the practice of those disciplines that enable IT Services to be provided
effectively.

Service Delivery is the management of the IT services themselves, and involves a number
of management practices to ensure that IT services are provided.
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INTRODUCTION

ITIL (IT Infragructure Library) isthe most widely acceptedapproachto I T Sevice Marmagemert in
theworld. ITIL providesa cohesve set of bed practice, drawn from the public ard private sectors
internationally. It is supported by a comprehersive qualificaion scheme, accredtedtraining
organizatons, and implementation and assessmert tools.

ITIL istheonly consistent and comprehensive documentation of beg practicefor IT Service
Management. Used by mary hundreds of organizaions around the world, awhole I TIL philosophy
hasgrown up around the guidance containedwithin the I TIL books.

ITIL consists of aseriesof books giving guidance on the provision of quality IT services and on
the accanmodation and environmertal facilitiesneeded to support I T. ITIL hasbeendevelopedin
recagnition of organizations growing depenrdency on I T arnd embodiesbed practices for IT Senice
Managemert.

The ethos behind the development of ITIL isthe recognition that organizaions arebecaning
increasngly dependert on IT in orderto satisfy their corporate aims and meettheir business need,
thisleads to anincreagdrequiremert for high quality IT services

ITIL providesthe foundation for quality IT Senice Managemen. The widegoread adoption of the
ITIL guidance hasencouraged organi zations worldwide, both commercial and non-proprietary, to
develop supporting products aspart of ashared'I TIL Philosophy'.

SERVICE SUPPORT

Configuration M anagement

Configuration Managemert is the implemertation of a database (Configuration Managemert
Database D CMDB) that contains details of the orgarizationOlemerts that are usedin the
provision and maragemert of its I T services Thisis more thanjust an Oaset regsterQasit will
contain information that relatesto the mainterance, movemern, and problemsexperiencedwith the
Configuration Items.

The CMDB also holds a much wider range of information about itemsthat the organization's| T
Senicesare dependart upon. This range of information includes

* Hardware

* Sdtware

* Documertation

* Persnnel

Configuration Managemert essertially consists of 4 taks:
* |dertification Bthisis the specification, idertificaion of all IT components and their
inclusion in the CMDB.
* Control bthisisthe maragemert of eachConfiguration Item, specifying who is authorized
to Ochrge(t.



* Status Bthista isthe recading of the status of all Configuration Itemsin the CMDB, ard
the maintenance of this informaiton.

* Verificaion Bthistak involvesreviews and audits to ensure the informaton containedin
the CMDB isaccuate.

Incident & Problem Management

Incident/Prdblem Manmagemert is the reslution and prevertion of inciderts that affect the normal
running of anorgarizaionO$T services Thisincludesersuring that faults are corrected,
preventing ary recurence of these fauts, and the applicaion of preventative mainterance to
reducethelikelihood of these faults occurring in the first instarce.

Incident/ProblemManagementand | T Security

The effective practce of both Incident and Prablem Managemen will ensure that the availahility of
IT servicesis maximized and could also protectthe integrity and confidertiality of informaton by
identifying the root cawse of aproblem.

Change Managament

Change Maragemert is the pracice of ensuring all changesto Configuration Itemsarecarried out
in aplamed and authorized mamer. Thisincludesensuring thatthereis a business reaon behind

eachchange, idertifying the specific Configuration Itemsand IT Senicesaffected by the charge,

plaming the charge, teding the change, and having a backout plan should the change reault in an
unexpected state of the Configuration ltem.

Change Management and I T Seairity

IT Secuity must be embeddedinto the change maragemert process to ersure that all changeshave
beenassessedfor risks. This will include assessing the potertial business impacts should the
change produce undesredreaults.

If Change Managemert proceduresare not effective, this mayreault in unauthorizedchangesto I T
Senices which could have major impacts on the business, including fi narcial loss, customerloss,
marketloss, litigation, ard in the worse case scerario, evencollapse of the businessthatthe I T
Senicesare there to support.

Service Desk

SewiceMHelp Dexk

The ServiceHelp Des plays animportart partin the provision of IT Senices It isvery oftenthe
first contactthe business usershave in their use of 1T Serviceswhensomething doesnot work as
expected The SeaviceHelp Desk isasingle point of contactfor end userswho needhelp. Without
this, anorganization could certainly face lossesdue to inefficiercies

The two main focusesof the Service Desk arelncidert Control and Communicaton.



SewiceMelp Desk Activities

Other thanfor the Call Certer, Senice or Help Desksterd to embracethe following: receve all
callsard e-mails on incidents; incidert recading; incidert prioritizaion, classificaion and
egalation; seaich for a'work around'; update the end user on progress; handle communication;
report to maragemert on service desk performarce.

SewiceDesk and I T Security

Asthe ServiceHelp Dek is gereraly the first contact a business user haswhenreporting
someting out of the ordinary, the skill and assiduity of the Help Desk staff canoftenprevent
recurernce of incidents, ard instigate measiresthat will limit the impactof any breachesinIT
Secuity.

Release M anagement

Thisdiscipline of IT Service Managemert isthe maragemen of all softwareconfiguration items
within the organization. It is regonsible for the maragemert of software developmert, installation
and support of anorganization's softwareproducts.

Sditwareis oftennot regarded asa tangible asset becatse of its intangible nature, which reaultsin it
not being effectively controlled Therecanbe severalversons of the same software within the
organizaton, and therecanalso be unlicersedand illegal copiesof exterrally provided software.

The practice of effective Sdtware Control & Distribution involvesthe creation of a Definitive
SditwareLibrary (DSL), into whichthe mager copiesof all softwareis storedand from hereits
control ard relea® is mamaged The DSL consists of a physical store and alogical store. The
physical store is where the mager copiesof all software meda arestored Thistends to be software
that hasbeenprovidedfrom an external source. The logical store is the index of all software and
releags vergons, etc. highlighting wherethe physical meda canbe located The logical store may
also be usedfor the storage of software developed within the orgarizaton.

SC&D proceduresinclude the maragemert of the software Configuration Items and their
distribution and implementation into a production ervironmert. This will involve the definition of
arelease program suitale for the organizaion, the definition of how verson control will be
implemerted, and the proceduressurrounding how software will be built, releagd and awlited

Sditware Control & Distribution and | T Seaurity

All three of the key areasof IT Secuity (Availahility, Confidertiality, and Integrity) canbe
exposedasadirect reqult of inadequate softwarecontrol and distribution. If software changesare
bady maragedand not fully teged, this canleadto problemsif these changesreachthe production
ernvironmert by causing servicesto be unavailabe. In addition, unauhorizedsoftware

modifi cations canleadto fraud, viruses and malicious damage to datafiles

For these ard other rea®ns, it isimportant that SC& D proceduresarefully reviewedby a secuity
assesmert; to ersure that appropriate counter measires arein placeto reduce the threats de<ribed
above.



SERVICE DELIVERY

Service Level Management

Senice Level Mamgemert is the primary maragement of I T services ensuring thatageed
senvicesare deliveredwhenand where they aresupposedto be delivered The Sevice Lewel
Manageris dependent upon all the other areasof Service Delivery providing the necessary support
that ensuresthe agreed servicesare providedin a secue, efficient and cost effecive mamer.

There area number of business procesesthat form part of Service Level Maragemert. Thes are:
* Reviewing existing services
* Negotiating with the Customers

Reviewing the underpnning contacts of 3 rd party service providers

Producing and monitoring the Senice Level Agreemert (SLA)

Implemertation of Senice Improvemert policy and proceses

Estabishing priorities

Plaming for service growth

Involvemert in the Accaunting process to cost servicesand recover these costs

Service Level Agreements
A critical part of servicelevel mamagemert pertains to servicelevel agreamerts.
Sewice Level Management and | T Seairity

IT Secuity isanintegral part of Senice Delivery, and asSeviceLevel Managemert is the key
disciplinein providing Senice Delivery, this proces is also ultimatly regonsible for ensuring
thatIT Servicesare providedin a secure mamer, and the availakility of the servicesis maximized
within cost and efficiency constraints. Contingency Planning also forms part of Service Delivery to
ersure that servicescanbe recoveredmaintainedin the evert of a seriousinciden.

Capadty M anagement

Capacity Managemert is the discipline that ersuresI T infragtructure is providedat the right timein
theright volume atthe right price,and ensuring that I T is usedin the most efficient mamer.

Thisinvolvesinput from mary areasof the business to idertify what servicesare (or will be)
required, what T infrastructure is requiredto support these services whatlevel of Contingercy
will be needed, and whatthe cost of thisinfragructure will be.

These are inputs into the following Capacity Management proceses
* Perfamance monitoring
* Workload monitoring
* Applicaion sizing

* Resurce forecasing

* Demard forecaging

* Modeling



From these procesescome the reallts of capacity maragemen, these being the capacity planitself,
forecass, tuning dataand Service Level Managemert guidelines

Capacity Management and | T Seaurity

A risk assessmert of the capacity plaming function will help ersure thatthe proces is carried out
effectively, and thatits findings areacted upon.

Continuity Management

Continuity Management/ Disaster Recovery / Business Continuity

Continuity maragemert is the process by which plans are put in place and maragedto ensure that
IT Servicescanrecover and continue should a serious incident occur. It is not just about reective
measires but also about proactive measires- reducing therisk of a disagerin thefirst instarce.

Continuity maragemert is so importart that mary organizaions will not do busines with IT
serviceprovidersif contingercy plaming is not practcedwithin the service providerOs
organizaton. It is also afact that many organizaions that have beeninvolvedin adisager where
their contingercy planfailed, ceagdtrading within 18 months following the disager.

Continuity maragemert isregarded asthe recovery of the I T infragructure usedto deliver I T
Senices but mary businessesthese days practice the much further reaching proces of Business
Continuity Plaming (BCP), to ensure that the whol e end-to-end business proces cancontinue
should a serious incidern occur.

Continuity maragemert involvesthe following badc steps.

Prioritizing the businessesto be recoveredby conducting a Business Impact Analysis (BIA)
Perfaming a Risk Assessmert (aka Risk Analysis) for eachof the IT Senicesto identify the
assets, threas, vulnerablitiesand countermeasiresfor eachservice.

Evaluating the options for recovery

Producing the Contingercy Plan

Testing, reviewing, and revising the planon aregularbads

Continuity Managementand | T Security

Continuity Managemert (and contingency plaming, business continuity and disagerrecovery) is
anintegal part of I'T security ard risk analysis. Inadequate contingency plaming isregardedasa
risk to the business, and is oftenoverlookeduntil it istoo late, whena secuity or other breech
reaultsin theloss of supporting I T systems.

Thisisacomplexareg but fortunately a methodology and tool hasevolvedto greaty simplify it.
The COBRA systememergedto counter the problemsencounteredthrough the use of older, less
dynamic systemsand approacthes It greatly reducesreliance upon exterral expertise, being
equippedwith significart knowledge within its 'knowledge bases'



Availability Managamnent

Availahility Managemert isthe practce of identifying levels of IT Serviceavailahlity for usein
Senice Level Reviews with Customers

All areasof aservice must be measiralde and definedwithin the Senice Level Agreement (SLA).

To meadure service availahility the following areasare usually includedin the SLA:

* Agreamert statisticsbsuch aswhatisincluded within the agreedservice.

* Availaklity Dagreedservicetimes regonse times efc.

* Help Dek Calls Dnumber of inciderts raised, regponse times resolution times

* Contingency Dagreedcontingercy defails, location of documertation, contingercy site, 3 rd
party involvemert, efc.

* Capacity Dperformancetimings for online transacfons, report production, numbersof users
efc.

* Costing Details Bchargesfor the service, and any peraltiesshould servicelevels not be met

Availahility isusually calculatedbased on a model involving the Availakility Ratio and tecmiques
suchasFadt Tree Analysis, ard includesthe following elemerts:
* Seniceahility Pwhereaserviceis providedby a3 rd party orgarizaion, thisisthe expected

availahility of acomponert.

Reliakility Bthe timefor which a component canbe expectdto perform under spedfic
conditions without failure.

Recorerahility Bthe timeit should take to redore a componert backto its operatonal state
afterafailure.

Maintainahility Bthe ea® with which a componert canbe maintained, which canbe both
remedal ard prevertative.

Resliencebthe alility to withstard failure.

Secuity Dthe ahility of componerts to withstand breachesof security.

Sewice Level Agreements

Senicelevel ageements areclearly of fundamertal importance with regpectto availahlity
maragemert

Availability Management and I T Seaurity

IT Secuity isanintegral part of Availakility Managemernt, this being the primaryfocus of ensuring
IT infragructure continuesto be availabe for the provision of IT Senices

Same of the above elemerts are realy the outcome of performing arisk analysisto idertify any
reslience measiresto be put in place, idertifying just how reliabe elemerts are and how mary
problemshave been caused asa reault of system failure.

Therisk analysis also recanmends controls to improve availahlity of 1T infragtructure such as

developmert stardards, teding, physical secuity, the right skillsin theright placeat the right time,
efc.



IT Financial Management

IT Finarcial Maragemert is the discipline of ersuring I T infragructure is obtained at the most
effective price (which doesnot necesarily meancheapeg), and calculating the cost of providing IT
servicesso that anorganizaion canundergand the costs of its I T services These costs maythenbe
recoveredfrom the Customer of the service.

Costs aredividedinto costing units:
* Equipmernt
* Sdtware
* Organizaton (staff, overtime)
* Accommodation
* Trarsfer (costs of 3 rd party service providers

The costs are dividedinto Direct and Indirectcosts, and canbe Cagtal or Ongoing.

I T Financial Managementand | T Security

The practiceof IT finarcial maragemen enallesthe Sevice Manager to idertify the amount being
spert on secuity counter measiresin the provision of the I T services The amount being spert on
these counter meaduresneeds to be balancedwith the risks and the potertial |ossesthat the service
could incur asidertified during a Business Impact Assessmert and Risk Assessment. Management
of these costs will ultimately reflect on the cost of providing the I T services and potertially whatis
chargedin the recovery of those costs.

THE SERVICE LEVEL AGREEMENT

A ServicelLevel Agreamert, or SLA, isfundamertal to service provision, from the pergecive of
both the supplierand the recipient. It essentially documerts and definesthe parametersof the
relationship itself.

The quality of the servicelevel ageanert istherefae a critical mater. It is not anareathat canbe
|eft to chance, and must command careful attertion.

The SLA itself must be of suffi cient detail and scope for the service covered Typical SLA sectons
include: Introduction, Scqpe of Work, Performarce, Tracking and Reporting, Prablem
Management, Compensation, Customer Dutiesand Regonsibilities Warrariiesarnd Remedes
Secuity, Intellectual Property Rights and Confidertial Information, Legal Compliance and
Reslution of Disputes Termination and Signatures Other sections of course may be applicalle.

Each of these sections must be carefully craftedto ensure that the agreanert properly definesthe
serviceto be delivered Thisis ceriainly not atrivial task.



